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Abstract- Authorization systems are an important part of security systems that are responsible for protecting
resources. With the increasing number of users in organizations, managing the authorization infrastructure has
become increasingly time-consuming and error-prone and misconfiguration of policies has reduced the
effectiveness of these systems. Researchers recommend dynamic access control methods as an effective way to
issue licenses in these systems. Since the sources of decision making in these methods are the defined policies
and user records, there are no special restrictions for new users and these methods face the problem of cold
start. In this paper, to solve this limitation, the concepts of trust and I-sharing are used, and a new method for
improving the Self-Aaptive Authorization Framework (SAAF) called ISAAF is presented. ISAAF is a
framework for self-adaptive control of authorization systems using the MAPE-K autonomous reference model,
which estimates the trust of new users using the trust of users with whom they have common features. I-sharing
groups, which include similar users are formed according to the role and identity features of users, using K-
means clustering. Utilizing the concepts of trust and I-Sharing and grouping users by using their role and
identity features is proposed for the first time in this paper and the experimental results indicate that the
proposed method compared to other similar methods, produces better results in terms of accuracy of identifying
malicious users and reducing their activity time in the system. Another advantage of this method is the
implementation of MAPE-K loop elements and users using agents, which makes the system more independent
and flexible. Compared to SAAF, ISAAF has reduced malicious users detection time by an average of 55
percent and improved detection accuracy of malicious users by more than 7 percent.
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