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Abstract- Soft errors caused by high energetic particles have become a serious threat for reliability of today's
computer systems. Until recently, Single-Bit soft errors has considered as the main effect of particle strikes,
however, as technology is downscaling toward Nano-Scale sizes, Multi-Bit soft errors is emerging as an
important reliability challenge. Consequently, investigating the effects of Multi-Bit soft errors on systems
reliability are of decisive importance. In this paper, we intend to comprehensively study the effects of Multi-Bit
soft errors on system behaviors in terms of Control Flow and Data Errors using different benchmarks.
According to our fault injection experiments using 17 MiBench programs and injected 17000 fault, observed
Multi-Bit faults have same behavior like Single-Bit faults and rate of the fault have significantly increased.
Therefore, the average SDC rate has increased by 2% in multi-bit errors, which is due to the non-symptomatic
nature of these errors. This indicates a negligible impact on system reliability.
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LEA 8D 0.857143 100
MOV 8E 0.857143 100
POP 8F 0.857143 100
NOP 90 0.619048 0.5
CBW 98 0.857143 0.875
CWD 99 0.809524 0.75
FWAIT 9B 0.809524 0.75
PUSHF 9C 0.857143 0.75
MOVS A4 0.809524 0.875
MOVS A5 0.809524 0.875
CMPS A6 0.761905 0.75
CMPS A7 0.809524 0.875
TEST A8 0.904762 0.875
TEST A9 0.904762 0.875
STOS AA 0.904762 0.875
STOS AB 0.904762 0.875
LODS AC 0.904762 0.875
LODS AD 0.904762 0.875
SCAS AE 0.857143 0.75
SCAS AF 0.904762 0.875
ROL co 0.904762 0.875
ROL c1 0.952381 0.875
RETN c2 0.904762 0.875
RETN c3 0.904762 0.875
MOV Cé 0.952381 0.875
MOV c7 0.952381 0.875
ENTER c8 0.952381 0.875
LEAVE c9 0.952381 0.875
RETF CA 0.952381 0.875
RETF CB 0.952381 0.875
INT cc 0.952381 0.875
INT CD 0.952381 0.875
INTO CE 0.952381 0.875
IRET CF 0.952381 0.875
ROL DO 0.857143 0.75
ROL D1 0.857143 0.75
ROL D2 0.809524 0.625
ROL D3 0.809524 0.625
XLAT D7 0.857143 0.75
FADD D8 0.904762 0.875
FLD D9 0.904762 0.875
FIADD DA 0.904762 0.875
FILD DB 0.904762 0.875
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XCHG 86 0.857143 0.875

XCHG 87 0.857143 0.875

MOV 88 0.904762 100

MOV 89 0.857143 100

MOV 8A 0.857143 100

MOV 8B 0.857143 100
MOV CA CLABYYFY Ve
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CLD FC 0.904762 0.875 FADD DC 0.904762 0.875
STD FD 0.952381 0.875 FLD DD 0.904762 0.875
INC FE 0.857143 0.875 FIADD DE 0.904762 0.875
INC FF 0.904762 0.875 FILD DF 0.904762 0.875
POPF 9D 0.809524 0.75 LOOPNZ EO 0.952381 0.875
SAHF 9E | 0809524 0.75 LOOFZ E1 100 100
LAHF 9 0.809524 0.75 LOOP E2 0.952381 0.875
Mov A0 | 0.904762 0.875 JECXZ E3 | 0952381 0.875
MOV Al 0.857143 0.875 N Ea | oosz81 0.875
Mov A3 | 0857143 0.875 ouT E6 | 0904762 0.875
XOR 35 | 0857143 0.875 ouT E7 | 0952381 0.875
CMP 38 | 0857143 0.875 CALL E8 | 0952381 100
CMP 39 | 0.904762 0.875 IMP E9 100 100
CMP 3A | 0809524 0.75 IMP EB 0.952381 100
CMP 3B | 0.904762 0.875 IN EC 100 100
CMP 3C | 0857143 0.75 IN ED 100 100
CMP 3D | 0857143 0.875 ouT EE | 0952381 100
MOVSXD | 63 0.809524 0.75 ouT EF 100 100
PUSH 68 0.857143 0.875 undefined F1 0.761905 0.625
IMUL 69 | 0.857143 0.875 HLT f2 | 0809524 075
PUSH 6A | 0857143 0.875 oMC Fs | 0857143 0.675
IMUL 6B | 0857143 0.875 TEST 6 | 0761905 075
INS 6C | 0857143 0.75 TEST 7 | 0857143 075
INS 6D | 0857143 0.75 cLe F8 | 0904762 0.75
ouTs 6E | 0809524 0.625 sTC Fo | 0950381 0.875
ouTs 6F | 0857143 0.75 oLl FA | 0904762 075
J0 70 | 0809524 0.75 STI FB | 0904762 0.75
JNO 71 0857143 0875 cLD FC | 0904762 0.875
B 72 | 0809524 0.75 STD FD | 0.952381 0.875
INB 73| 0809524 0.75 ING FE | 0857143 0.875
JBE 76 1 0.761905 0.625 INC FF | 0904762 0.875
JNBE 77 0.809524 0.75 undefined F1 0.761905 0.625

3 78 | 0857143 0.875
HLT F4 | 0809524 0.75

INS 79 | 0.857143 0875
cMC F5 | 0857143 0.875

P 7A | 0857143 0.875
TEST F6 | 0.761905 0.75

INP 7B | 0857143 0875
TEST F7 | 0857143 0.75

L 7C | 0809524 0.875
cLc F8 | 0.904762 0.75
INL 7D | 0809524 0.875 STC Fo T 0952381 G
JLE 7 | 0.761905 0.75 STC F9 | 0.952381 0.875
INLE 7F | 0809524 0.875 O T osore 0%
ADD 80 | 0.904762 100 STI FB | 0904762 0.75

ADD 81| 0857143 0.875
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ADD 83 0.857143 0.875
TEST 84 0.857143 0.875
TEST 85 0.857143 0.875
IJNZ 75 0.809524 0.75
JZ 74 0.809524 0.75

b Sy

! Soft Error Rate

2 Control Flow Error

% Benign / Mask

4 Crash / Hang

® Silent Data Corruption

¢ Timeout

" Python

8 Branch Insertion

® Branch Deletion

10 Branch Target Modification
11 Simulation

12 Emulation

18 Register Transfer Level

14 Double Bit Single Error

15 Triple Module Redaundancy
16 pin Framework

17 Gait



