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Abstract- Software-defined networking technology is an approach in computer networks that enables
network administrators to easily manage the network at a lower cost. This is done by separating the
control layer from the data layer. This process makes new vulnerabilities in switches, controllers and

communication protocols between them that did not exist in traditional networks. This article provides

a simple and inexpensive way to identify endangered network equipment, especially switches and
controllers, even when both are compromised. This method is based on periodic equipment validation

with the help of a backup controller. To validate the switches, the incorrect forwarding attack model is
used and the routing module is checked in the controller. The simulation results show that this method

can detect endangered equipment with very low time and processing overhead.
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2: SentStatus=0

3: Timer=time.time()+31556926 #one yearlater
4: if Request is type of Verification then

5: if len(p)==0 then

6: Timer = time.time()+31556926

7: P = CalculatePath()

8: SentPath=GetPathFromOtherControllers()
9: if SentPath equal P then

10: Alarm: Master Contrller work Correctly
11:  else

12: Alarm:The Master Controller is Suspicious
13: end if

14: end if

15: if time.Now < Timer then

16: if switchld equal P[0] then

17:  InstallPath for this switchld

18:  Delete p[0]

19:  Timer = Now+1000

20: else

21:  Alarm:switch p[0] must come first
22: endif

23: else

24:  Alarm: switch p[0] Not responding
25: end if

26: end if
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