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Abstract- Despite their great success in e-commerce sites, recommender systems are vulnerable to fake
profiles created by malicious users. There are numerous considerable studies in the area of recommender
systems robustness in the face of profile injected attacks. However, as far as we know, there is limited research
on the robustness of graph-based recommendation algorithms. There are a group of recommendation algorithms
that use the PageRank idea for ranking the items of a system and generate recommendation lists for users. In
this paper, we study the vulnerability of these algorithms against different attack models. We proposed a new
attack model by taking advantage of link spamming attacks on the web. Our experimental results show that the
proposed attack model is more effective against these algorithms comparing old attack models.
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Algorithm 1. Creating an Edge between two items in
the Items Graph (createEdge)

Input:

Vsre,Viar /I source and target items for edge

NCP /I number of common profiles
Output:

FakeProfiles // fake profiles for created edge
Procedure:

1. FakeProfiles=@
// add fake profiles p one by one
2.Forp= (pl , P2, ...,chp) do
3. r(P,Verc) =lrandom // assign random rate
4. 1 (p,Ver ) =Tlrandom // assign random rate
/I append profile (p) to set of fake profiles
5. FakeProfiles<— FakeProfiles U p
6. Endfor

el SIS 50 il 90 o JU G ulgi a9 ) ity 595

Algorithm 2. LinkFarm Attack (Cycle type)

Input:
RM /I rating matrix of system
NCP,NH,NB,t /lattack parameters
Output:
AttRM // attacked rating matrix
Procedure:

1. fp=(; I/fake profiles
/Iselect random boosting and popular hijacked Items
2. SelectB,H
For bi = (b1 , b2, ...,bNB.l)EB do
// add edges inside boosting items
fp < fp U createEdge ( bi, bi+1, NCP)
Endfor
fp — fp U createEdge (bns , b1) // add Cycle
For bi= (bl , b2, ...,bNB)EB do
// add edges from boosting set to target item
8. fp<« fp U createEdge ( bi,t, NCP)
// add edges to from boosting set to Hijacked items
9. fp« fp U createEdge ( bi ,hi, NCP)
10. Endfor
11. AttRM«—RM U fp
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