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Abstract— Software-Defined Networks (SDNs) have significantly enhanced network flexibility,
programmability, and manageability by decoupling the control plane from the data plane. However, the
concentration of control logic in one or more controllers makes the control plane one of the most critical targets
for Distributed Denial-of-Service (DDoS) attacks. A review of existing studies indicates that most controller
placement models have primarily focused on criteria such as latency minimization, load balancing, or fault
tolerance, while failing to simultaneously account for the impact of different DDoS attack intensities on
controller placement and backup controller selection. This study proposes an attack-aware Mixed-Integer
Linear Programming (MILP) model for the joint determination of the number, location, and type of regular and
intelligent backup controllers, switch-to-controller assignment, and control-plane mesh connectivity. In
addition to minimizing deployment costs, the proposed model incorporates processing capacity, port capacity,
bandwidth, and maximum Quality of Service (QoS) delay constraints. The model was evaluated using AMPL
and the IBM ILOG CPLEX solver across 13 operational scenarios. The results show that, as the attack intensity
increases from the no-attack condition to combined attack levels 1-7, the number of deployed intelligent
controllers increases from 0 to 28 units. Accordingly, the total deployment cost increases from $23,950 under
normal conditions to $51,550 under severe triple attacks and ultimately to $117,650 under multi-point attacks.
Furthermore, the model solution time ranges from 0.125 to 893.5 seconds for networks with 9 to 100 candidate
nodes, while maintaining an optimality gap of 0.00%. These results demonstrate that the proposed model
provides a rigorous mathematical baseline for strategic and offline planning of SDN infrastructures at small and
medium scales.

Keywords- Software-Defined Networking (SDN), Controller Placement Problem (CPP), Controller Placement
and Assignment, Distributed Denial-of-Service (DDoS) Attacks, Mixed-Integer Linear Programming (MILP),
Smart Controller, Network Resilience.
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