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Abstract- The rapid growth of cyberspace has significantly impacted various aspects of human life. While this
technology has enabled the emergence of numerous information-based businesses, it has also introduced certain
risks, including the proliferation of phishing attacks. Phishing websites often mimic legitimate sites and
replicate their content, making detection challenging due to the need for extensive data collection and content
analysis. To address this issue, this study focuses specifically on domain-related features. The underlying

premise is that phishing domains attempt to resemble the domains of well-established and trusted websites.
Accordingly, a set of similarity features derived from Google search results is introduced. These features,
combined with dependency-based and value-based features, achieved a detection accuracy of 99.26% using a
total of 127 features. Furthermore, feature evaluation based on filter-based selection criteria demonstrated that

the five proposed similarity features ranked among the second to sixth most influential features. Finally, by
reducing the feature set to 54 features, the classification accuracy further improved to 99.47%, demonstrating
the effectiveness and efficiency of the proposed approach.
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Amazon
https://Awww.amazon.com > MINI-CHINA-Varios

MINI CHINA: 9789708070393: Various: Books

MINI CHINA ; Ships from. Universo de libros ; Sold by. Universo de libros ; Returns

Eligible for Retum, Refund or Replacement within 30 days of receipt ; Language.
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& htips://www.amazonaws.cn >
Amazon Web Services - The World Leading Cloud ...

Amazon Web Services offers reliable, scalable, and inexpensive cloud computing
services. Free to join, pay only for what you use.
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What is China's version of Amazon?
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Including results for amazon goats com Login Tarjeta App
Search only for amazon goatcs com
, Interbank

hitps://bancaporintemet.interbank pe - Translate this page

Amazon.com
https:/iwww.amazon.com > goat

Goat

Banca por Internet - Interbank

Bienvenido a la Banca por Infemet! Realiza tus operaciones donde estés dg
sencilla sin costo adicional

Easily Distracted By Goats Retro Vintage Funny Goat Lover T-Shirt - 4.64.6 ou

Amazon.com
https/Awww.amazon.com > goat-medicine-supplies

Goat Medicine Supplies

1 Pcs Goats Feed water filler, Drench Nozzle, Reusable, Adjustable Dosage, 1o

, Interbank
. hitps://interbank_pe - Translate this page

Interbank: Banco Internacional del Peru - Interbank

Bienvenido a Interbank. Te acompafiamos a alcanzar tus suefios con prod

Powder 99.9-Percent Ammonium Chioride for Horses Dogs Cats Cows Sheep

Amazon.com
https://www.amazon.com > goat-s

Goat Stuff

financieras como Tarjetas, Préstamos, Créditos, Seguros y mas.
Banca por Internet - Promociones Interbank - Interbank Benefit - Agente - |
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Welcome to Sana Online Help

Welcome to Sana Online Help. Learn how to install,

store with our in-depth arti ning guides and vid

Sana U I Rel (nowledge Base

“Shaparak” as Technological Entrepreneurship in large ...

5> — This study was based on the occurrence of this technolog
entrepreneurial action. This study been done with grounded theory as a qualitative]

Instagram - shaparak._.shopp
1.9K+ followers =
Is , Sana Commerce

= hiip: ana-commerc m

(shaparak. .shopp@) i
Sana Commerce | E-Commerce for SAP and Microsg

1907 Followers, 288 Following, 72 Posts - See Instagram photos and videos from
(@shaparak._.shopp)
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Appendix 1
Input: URL_L.ist
/I List of website URLS to classify
Output: Classification_Label _List
/I Phishing or Legitimate for each URL
Begin
Initialize Feature_Set_List[] «
For each URL in URL_List do
/IStep 1 :

Domain Extraction Domain «— ExtractDomain(URL)

Step 2: Google Search Query

Search Results«—QueryGoogle(Domain_Keywords(
Domain ))

Step 3: Similarity Feature Computation

Similarity_Scores [] «—

For each Result in Search_Results do
Jaro Score « JaroWinkler(Domain, Result.Domain)
Levenshtein Score«Levenshtein(Domain,
Result.Domain)

Append max(Jaro_Score, Levenshtein_Score, ...) to
Similarity_Scores

End For

/Step 4: WHOIS and SSL Feature Extraction

Affiliation Features«—Extract WHOISFeatures(
Domain)
Cost_Features «— ExtractSSLFeatures(Domain)
I/ Step 5: Feature Aggregation
ACS Features«—Combine(Similarity Scores,
Affiliation_Features, Cost_Features)
Append ACS_Features to Feature_Set_L.ist
End For
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Appendix 4

qty_dot_url,  qgty_hyphen_url, gty _underline_url,  qty_slash_url,

qty_questionmark_url, gty _equal_url, gty at url,  qty_and_url,

gty_comma_url, qty_hashtag_url, qty_percent_url, length_url,

email_in_url, gty_hyphen_domain, qty_vowels_domain, domain_length,
qty_dot_directory,  qty_hyphen_directory,  qty_underline_directory,
qty_slash_directory, qty_equal_directory, directory_length, qty dot_file,
qty_hyphen_file, gty_underline_file, qty_equal_file, qty_and_file,
file_length, gty _dot_params, qty_hyphen_params, qty_underline_params,
qty_equal_params, qty_at_params, qty_and_params, qty_comma_params,
qty_plus_params, qty_asterisk_params, gty_hashtag_params,
qty_percent_params, params_length, tld_present_params, qty_params,
asn_ip, time_domain_activation, time_domain_expiration, ttl_hostname,

url_Google_index, domain_Google index, url_shortened, tld_size,
dur_domain, dur_ip, ssl_day, dur_ssl, Levenshtein, Cosine,
RatcliffObershelp

Appendix5

qty_dot_url,  qgty_hyphen_url, gty _underline_url,  qgty_slash_url,
qty_questionmark_url, qty_equal_url, qty_at_url, gty_and_url,
gty_exclamation_url, qty_tilde_url, qty_comma_url, qty_plus_url,
qty_asterisk_url, qgty_hashtag_url, qty_percent_url, length_url,

email_in_url, gty_dot_domain, qty_hyphen_domain, qty_vowels_domain,
domain_length, domain_in_ip, server_client_domain, qty_dot_directory,
gty_hyphen_directory, qty_underline_directory, qty_slash_directory,
qty_equal_directory, gty_at_directory, qty_and_directory,
qty_tilde_directory, gty_hashtag_directory, qty_percent_directory,

directory_length, qty dot file, qty_hyphen_file, qty_underline_file,
qty_equal_file, gty_at_file, gty_and_file, gty_comma_file,
qty_hashtag_file, file_length, qty_dot params, qty hyphen_params,

gty_underline_params,
qty_at_params,
qty_space_params,

gty_slash_params,
gty_and_params,

gty_comma_params,
qty_asterisk_params, gty_hashtag_params,
params_length, tld_present_params, gty_params, asn_ip,
time_domain_activation,  time_domain_expiration,  qty_ip_resolved,
gty_mx_servers, ttl_hostname, url_Google_index, domain_Google_index,

qty_equal_params,
gty_exclamation_params,
gty_plus_params,
qty_percent_params,

0

/I Step 6: Feature Selection

Selected_Features—ApplyFeatureSelection(
Feature_Set_List, method = {Filter, Wrapper})
/I Step 7:

Model Training Classifier<TrainModel(
Selected_Features, labels,
algorithm = {RandomForest, AdaBoost,
/I Step 8:

Prediction Classification Label List «— Classifier.Predict(
Selected_Features)

Y

Return Classification_Label_List
End

Appendix 2

b Sy Jelos ¥ oS 4
Step 1: Model Evaluation
1 .For each classification algorithm:
1,1 Repeat for N iterations:
Split dataset into training and testing sets
Train model on training data
Evaluate model on testing data
Record performance metrics (e.g., accuracy,
precision, recall)
1,2 Aggregate and save overall model performance
Step 2: Feature Analysis
(a) Filter Method
2 .Compute filter scores for all features
3 .For each feature in ranked order:
Add feature to SelectedFeatures
Build dataset with SelectedFeatures + class label
Train and evaluate model
Record accuracy and selected feature set

(b) Wrapper Method

4 .Initialize SelectedFeatures® «

5 .While stopping criteria not met:

Select next best feature using wrapper strategy
Add feature to SelectedFeatures

Build dataset with SelectedFeatures + class label
Train and evaluate model

Record accuracy and selected feature set

Step 3: Result Reporting

6 .Compare results from both methods

7 .Report the smallest feature subset achieving highest
classification accuracy
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! Light Gradient Boosting Machine

2 Filter

> Wrapper

4 Embedded

> Mutual Information Classifier

¢ F Regression

7 Mutual Information Regression

8 ANOVA F-test(f_classif)

? Chi-Squared Test (chi2)

10 Recursive Feature Elimination (RFE)

I Recursive Feature Elimination with Cross-Validation
(RFECV)

12 Random Forest

13 Selection Forward Sequential - SFS

14 Selection Backward Sequential - SBS

15 Selection Forward Floating Sequential - SFFS
16 Selection Backward Floating Sequential - SBFS
17 Jaro-Winkler

18 evenshtein distance

19 Damerau

20 Edit Distance

21 | ongest Common Subsequence - LCS

22 Metric LCS (Longest Common Subsequence)
2 N-gram

24 Q-gram

25 Cosine Similarity

26 Ratcliff/Obershelp

a5

url_shortened, tld_size, dur_domain, dur_ip, ssl_day, dur_ssl,
JaroWinkler, Levenshtein, QGram, Cosine, RatcliffObershelp, similarave

Appendix 6
qgty_dot_url, qty_hyphen_url, qty_slash_url, qty_equal_url,
gty_exclamation_url, qty _space_url, qty_tilde_url, qgty_comma_url,

qty_asterisk_url, qty_hashtag_url, gty_tld_url, length_url, email_in_url,
gty_dot_domain, qty_hyphen_domain, gty_slash_domain,
gty_questionmark_domain, gty_equal_domain, gty_and_domain,
qty_tilde_domain, qty_asterisk_domain, qty_hashtag_domain,
qgty_dollar_domain, gty_percent_domain, qty_dot_directory,
gty_underline_directory,  qty_slash_directory, gty _equal_directory,
qty_space_directory, qty_tilde_directory, gty_comma_directory,
qgty_hashtag_directory, gty_hyphen_file, gty_underline_file,
gty_questionmark_file, qty_and_file, qty_space_file, qty_asterisk_file,
qty_dollar_file, qty_percent_file, file_length, qgty_underline_params,
qgty_slash_params, gty_questionmark_params, gty_equal_params,
gty_at_params, qty_and_params, qty_space_params, qty_tilde_params,
qgty_hashtag_params, qgty_dollar_params, qty_percent_params,
gty_params, asn_ip, time_domain_activation, time_domain_expiration,
qty_ip_resolved, qty_nameservers, ttl_hostname, url_Google_index,
domain_Google_index, tld_size, dur_ip, dur_ssl, is_ssl_free, Damerau

Appendix 7
gty _dot_url,  qgty_hyphen_url,  qty_underline_url,  qty_slash_url,
gty_questionmark_url, gty_equal_url, qty_at_url, gty_and_url,

qty_hashtag_url, qty_percent_url, qty_tld_url, length_url, email_in_url,
qgty_dot_domain, gty_hyphen_domain, qty_vowels_domain,
domain_length, server_client_domain, qgty_dot_directory,
qty_hyphen_directory, qty_underline_directory, qty_slash_directory,
directory_length, qty_dot file, qty_hyphen_file, qty _underline_file,
qty_percent_file, file_length, qty_dot_params, qty_hyphen_params,
gty_underline_params, qty_slash_params, gty_equal_params,
qgty_at_params, gty_and_params, qgty_hashtag_params,
gty_percent_params, params_length, tld_present_params, qty_params,
domain_spf, asn_ip, time_domain_activation, time_domain_expiration,
qty_ip_resolved, gty _nameservers, qty_mx_servers, ttl_hostname,
tls_ssl_certificate, url_Google_index, domain_Google_index,
url_shortened, tld_size, dur_domain, dur_ip, ssl_day, dur_ssl,
JaroWinkler, Levenshtein, Damerau, LongestCommonSubsequence,
MetricLCS, NGram, QGram, Cosine, RatcliffObershelp, similarave
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gty _dot_url,  qgty_hyphen_url,  qgty_underline_url,  qty_slash_url,
gty_questionmark_url, gty_equal_url, qty_and_url, length_url,
email_in_url, gty_dot_domain, qty_hyphen_domain, qty_vowels_domain,
domain_length, qty_dot_directory, qgty_hyphen_directory,
qty_slash_directory, directory_length, qty_dot_file, qty_hyphen_file,
gty_and file, file_length, qty_dot params, qty_hyphen_params,
qgty_underline_params, qty_slash_params, qgty_equal_params,
gty_at_params, qty_and_params, qty_percent_params, params_length,
tld_present_params, qty_params, asn_ip, time_domain_activation,
time_domain_expiration, qty_ip_resolved, ttl_hostname,
tls_ssl_certificate, url_Google_index, domain_Google_index,
url_shortened, tld_size, dur_domain, dur_ip, ssl_day, dur_ssl,
JaroWinkler, Levenshtein, Damerau, LongestCommonSubsequence,
MetricLCS, NGram, QGram, Cosine, RatcliffObershelp, similarave
Appendix 9

params_length, dur_ip, tld_size, length_url, JaroWinkler, Cosine,
Levenshtein, ttl_hostname, domain_length, qty_dot_domain, dur_ssl,
NGram, qty_equal_params, asn_ip, MetricLCS, QGram, file_length,
qty_slash_params, directory_length, RatcliffObershelp, dur_domain,
Damerau, LongestCommonSubsequence, gty_vowels_domain,
qty_ip_resolved, gty_and_params, qty_slash_url, qty_underline_params,
gty_hyphen_params, similarave, domain_Google_index, qty_at_params,
qgty_percent_params, qty_dot_params, url_Google_index, qty dot_url,
qty_hyphen_url, gty_hyphen_domain, tls_ssl_certificate, gty_mx_servers,
gty_nameservers, time_domain_activation, qty_slash_directory,
domain_spf, qgty_questionmark_url, qty_hyphen_directory,
time_domain_expiration, qty_percent_url, qty_hyphen_file,
gty_dot_directory, qty_tld_url, qty_equal_url, qty_equal_directory,
qty_hashtag_directory



