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Abstract- The Internet of Things (IoT) comprises devices with limited processing power and energy, operating
within low-power and lossy networks (LLNSs). These networks are susceptible to various vulnerabilities due to
constrained resources, weak physical security, dynamic network topologies, and unstable communication links.
Developing security solutions for such networks is challenging because of these limitations. Moreover, the
Routing Protocol for Low-Power and Lossy Networks (RPL), recognized as the standard routing protocol in 10T,
offers minimal defense against various routing attacks. Attackers can exploit vulnerabilities in this protocol to
launch malicious attacks against 10T networks. Therefore, considering the limited resources of the nodes, in this
paper, a Trust-Aware Reinforcement Learning-based method is proposed for secure routing in the Internet of
Things. This approach combines the reliability of trust-based methods with the high accuracy of machine learning
techniques to assess trust levels at both node and link levels. The primary goal of this approach is to effectively
identify and isolate malicious nodes, providing secure and trust-based routing in 10T networks. Simulation results
against decreased rank attack demonstrate that the proposed approach outperforms existing methods.
Specifically, it improves the packet delivery ratio (PDR) by 17.46% over MRHOF, 3.2% over SecTrust-RPL,
and 1.69% over SMTrust. Additionally, it enhances throughput and achieves a higher attack detection rate, while
introducing only a negligible increase in control overhead and energy consumption. Therefore, the proposed
approach is well-suited for real-time applications, as it minimizes packet loss by routing through trusted nodes
and effectively isolating malicious ones.

Keywords- Internet of Things - 10T, Secure Routing, RPL Protocol, Rank Attack, Reinforcement Learning,
routing, Trust System, Low-power and Lossy Networks - LLNs.
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