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Abstract- The Internet of Things (IoT) is a network of objects interconnected via the Internet, enabling
communication and information exchange among them to enhance the quality of human life. Despite its numerous
advantages, loT still faces challenges such as data security, privacy concerns, and high energy consumption of
sensors. In this paper, a novel optimized hybrid architecture named "BlockC-SDOT" is proposed, leveraging
blockchain and software-defined networking (SDN) architectures on a cloud computing platform for IoT. This
innovative architecture combines a blockchain framework based on the Proof of Stake (PoS) consensus algorithm
with SDN and cloud computing to enhance 10T performance and security. Through network clustering and cluster
management via SDN, the architecture simultaneously addresses two critical parameters: sensor energy
consumption and latency reduction in loT networks. For enhanced security, the Diffie-Hellman algorithm and
digital signatures are employed. Optimization is achieved using the Whale Optimization Algorithm (WOA) and
the Jackson queueing model .To evaluate the efficiency of the proposed architecture, simulations are conducted

to analyze various parameters, including latency, CPU performance under different attacks, throughput, energy
consumption, packet arrival rate, and network bandwidth. These parameters are computed using the proposed
method and compared against the results of the Ant Colony Optimization (ACO) and Genetic Algorithm (GA).
Additionally, the latency of the proposed architecture is compared with the results obtained from RPL and CARP
routing protocols. In both areas, the findings demonstrate the superiority and higher efficiency of the proposed
hybrid approach over existing methods in the field.
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def caIcuIate fltness(whale data, centr0|ds)
FX,C,E) = Z Z + yz E,
i=1 j= 11+Zk 1( lk)z i=
labels = perform_sdn_clustermg(data, centroids)

Etotal = Z Ectrli + Edevi + Ecomm + Eproc + Eenv + Eother

return f(data, labels,Eiotal)

WOA (o ;551 (sle ploSind Coxdgo (il 9,4 #
def update_position(whale, a, A, C, |, p_best,
sdn_controller):

rl = np. random. random(num_clusters)
r2 = np. random. random(num_clusters)
= np abS( E; *X1+Xbest)
Etotal 2

XI Xbest A*D
if np. random. random() < 0. 5:
Xi+=1*np. exp(a * rl) * np. cos(2 * np. pi * r2)
return np. clip(Xi, 0, len(sdn_controller) - 1)
St 53wt w9 gl ol Sua &b #

def whale_optimization_algorithm(data,
num_clusters, max_iter, sdn_controller, a, A, C):
whales = initialize_whales(hum_whales,

num_clusters)
Xpest = NP. zeros_like(sdn_controller)
for k in range(num_clusters)])
fitness[i] = calculate_fitness(whale, data)
if fitness[i] > fitness[np. argmax(fitness)]:
p_best = whale
2139 05559 (O 3O (el (Ad i oI b :.5)‘5-')-0) #
encrypted_data =
encrypt_data_with_diffie_hellman(data)
stored_data =
store_encrypted_data_in_iaas_cloud(encrypted_data)

OgSr (gicio il odliinwl b a2l oo #
routed data =  perform_optimal_routing(data,
whales)
for i in range(num_whales):
| =2 *np. random. random () — 1
whales[i] = update_position(whales[i], a, A, C, I,
p_best, sdn_controller)
return p_best
Gl (P95 G 3wt o y9Nl (sl H#
optimal_clusters = whale_optimization_algorithm
(iot_data, num_clusters, max_iter, sdn_controller, a=2,
A=0.5, C=1.5)
Lol 2 il (gl aionter Loaiigs (o (psiaott
print("Optimal Clusters: ", optimal_clusters)
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Input:
num_whales = 30, max_iter = 100, num_clusters = 5 ,
num_nodes = 100, num_features =5

Lol iy | A ol i #

iot_data = np. random. rand (num_nodes, num_features)

Ay 535 e ol plaiedr jemmoylile s aSiul S (el #
Lot
sdn_controller = np. mean (iot_data, axis=0)

Ai3y90 pl g (e cS b 5l ol runi #
blockchain_key =" - .>S3,s ;Lo g0 als™
laaS_cloud_credentials = {"username"' ")Jmm Sl el
"password": " Lus,se 8,50, "Project_id": Messn o led”
"auth_url": "auth_url"}

gy sLad 10 Ly (6l adsl (Solai glacuadgo #
def initialize_whales(num_whales, num_clusters):
return np. random. randint(0, num_clusters,
size=num_whales)
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class Queue-Jackson:
def __init__(self):
self. queue =[]
def enqueue(self, device_id):
self. queue. append(device_id)
def dequeue(self):
if not self. is_empty():
return self. queue. pop(0)
else:
return None
def is_empty(self):
return len(self. queue) ==
SDN aScis ) yiiS’ WS (g 3lwosly H

class Controller:
def __init__(self):
self. routing_table = {}
def add_route(self, source_device,
destination_device, next_hop):
key = (source_device, destination_device)
self. routing_table[key] = next_hop
def get _next _hop(self, source_device,
destination_device):
key = (source_device, destination_device)
return self. routing_table. get(key, None)

bl ] 305 50 gy S s3kooley H#
class Router-in-10T:
def  __init_ (self,
sdn_controller):
self. device_id = device_id
self. queue_model = queue_model
self. sdn_controller = sdn_controller
def send_data(self, destination_device, data):
next_hop= self. sdn_controller.
get_next_hop(self. device_id, destination_device)
ools JUl g jLlwosly #

device_id,  queue_model,

if next_hop:
print(f"Routing data from {self. device_id} to
{destination_device} via {next_hop}")
else:
print(f"No route found from {self. device_id} to
{destination_device}")
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if _name_ ==" main_":
2970, 3810 5 ASaly )1 50T g (g (gubaciuo IS 51 (sldiged Slnl #
queue_model = Queue-Jackson ()
sdn_controller = Controller()

st o ©ledlbl U SDN ) i il 9 (g 5oy #
sdn_controller. add_route("devicel","device2",
"routerl")

Lol e iy | asuls gl i) Lt
routerl = loTRouter("routerl”,queue_model,
sdn_controller)
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queue_model. enqueue("devicel")
queue_model. enqueue("device2")
0318 Jluwyl g o 31 oliws (0 5 5 #
while not queue_model. is_empty():
source_device = queue_maodel. dequeue()
destination_device = queue_model. dequeue()
data =" Data"
duaio &y gacwo 3l 0010 Jlw,l #
device = globals()[source_device]
device. send_data(destination_device, data)
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Controller Details

Name: [c2] ]
Controller Port: |6633

Controller Type: OpenFlow Reference — I

Protocol: TCP —-|

Remote/In-Band Controller
IP Address: (127.0.0.1 ‘
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