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Abstract- In today's world, protecting data against intrusion through the Internet or network is necessary, and
various tools have been proposed in this field. Intrusion Detection System has the task of identifying and detecting
any unauthorized use of data by investigating network traffic. In these systems, many different methods,
especially machine learning algorithms, is used. Various approaches have been proposed to improve these
algorithms in the intrusion detection process. Some of these approaches include reducing false alarms, reducing
dimensionality, reducing samples, ensemble methods, improving training and test dataset, applying multilevel
methods, etc. Some of the ensemble methods proposed by researchers do not consider all aspects of the attack.
Some other methods use accuracy metric, which in large and unbalanced data, this criterion makes the detection
of low-number attacks difficult. One of the challenges in intrusion detection is the low precision of classifiers in
identifying the type of network attacks. The purpose of this paper is to propose an intrusion detection system to
improve the precision by using fuzzy rough set theory and weighted classifiers ensemble. In our proposed method,
after reducing the features by the fuzzy rough set theory, the classifiers ensemble is used to improve the precision
of attack detection. The precision of the proposed method in detecting intrusion behavior assaults was 98.93 on
average. Also, on average, the detection rate of DoS, probe, R2L, U2R attacks and normal behavior was 96.85,
93.20, 91.31, 100% and 98.14 respectively. The results of the experiments show that the proposed method has
more precision than other methods.

Keywords- Intrusion Detection System, Feature Reduction, Ensemble Classifiers, Precision Measure, Fuzzy
Rough Set.
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- Network administrator
- Host based IDS(HIDS)
- Network based IDS(NIDS)
- Denial of Service(DoS)
- IP(Internet Protocol)
- Header
- Distributed Intrusion Detection System(DIDS)
- Signature based detection
- Zero day attack
- Anomaly based detection
- False Alarm(FA)
- Hybrid metohd
- Feature space
- Dataset
18 - Ensemble Margin Instance Selection(EMIS)
19 - False negative(FN)
20 - Outlier computation-based
21 - Online sequential extreme learning machine
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22 - Convolutional neural network—intrusion detection system
23 - False positive

24 - Integer-programming

25 - Incremental weight incorporated rule identification

26 - Condition attributes
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