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Abstract- Cloud computing technology has attracted the attention of researchers in recent years. Providing user
security in terms of anonymity is one of the most important challenges in the context of cloud computing so that
the user identity is concealed to others, including the cloud computing provider. Although there are researches
for providing anonymity in the network communications, there are limited works for providing the anonymity
feature in the cloud computing context. In this paper, we propose an anonymity approach to provide the
anonymity of cloud users against the cloud provider and make the user to be resistant against traffic analysis
attacks. In this way, all the communication messages between users and the provider have been passed through
a set of intermediate hosts in encrypted forms. Therefore, not only the users request messages but also the provider
response messages are resistant against traffic analysis attackers. Moreover, the integrity and confidentiality of
the messages communicated between the user and the provider are prepared and the user is able to have high
flexibility in reaching his/her desired anonymity. The accurate anonymity and efficiency analysis of the proposed
approach shows that this method is resistant against known traffic analysis attacks without relying on heavy
assumptions.
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Suppose a proxy with IDcyrent receives an encrypted message from an
entity with IDgormer

1'(' D, K) :AsymDCurrem(ASym ECurrem(I DCurrent+ KFormer))
2'if(ID::IDCurrent)

MSQ = SymDCurrenl(SymEFormer(MSgy KFormer)yK)
3-else

ignore this message
4-if(Msg.State=="Use-ToCPAnoPath”)

5-begin
6- if(Msg.ToCPANnoPath.Second==1Dcuyrrent)
7-  begin

8-  if(Msg.First=="Yes”)
0- Msg. ToUsrAnoPath=AsymE cyrrent(
Msg. ToUsrAnoPath)+IDcurrent
10- Msg.ToCPANnoPath=AsymDcyrent(
Msg.ToCPAnNoPath.First)
11- Next=Msg.ToCPAnoPath.Second
12-  if(Next==IDcp, k=1,...n)

13- begin

14- Msg.State=="ToCPRegular”
15- if (FilpCoin(Msg.P) =*17)
16- Next=RandSelect ()

17- end

18-  CurMixer —p Next: (SymEcyrent((Msg+Dummy())
yKCurrent),AsymENext(IDNext+KCurrent))
19- end
20- else
21- ignore this message
22-end
23-else if(Msg.State=="ToCPRegular” )
24-begin
25- if(FilpCoin(Msg.P)==“1")
26- Next=RandSelect()
27- else
28-  Next=Msg.ToCPAnoPath.Second
29- CurMixer —p Next:
(SymEcuren((Msg + Dummy())
’ KCurrent) ,/-\Sym ENext(I D Next + KCurrent))

30-end
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Suppose a cloud computing provider with IDcpr, receives an encrypted
message from a proxy with IDgormer

1-(ID,K)=AsymDcpm(AsymEcem(IDcpm +Krormer))

2'|f(| D==| Dcpm)
MSg :Sym DCPm (Sym EFormer(MSg ll KFormer) fl K)
3-else

ignore this message
4-K=AsymDcpn(Msg.Encinfo.second)
5-Req=SymDcpm(Msg.Enclinfo.first, K)
6-Resp=produce a response correspondence to Req
7-Msg.EncInfo
=SymEcpm(Resp, Kuser) +ASYME yser(Kcpm)
8-if(FilpCoin(Msg.P)==“1")
9- begin
10- Next=RandSelect()
11- Msg.State=“ToUsrRegular”
12- end
13-else
14- begin
15- Next=ToUsrAnoPath.Second
16- Msg.State="Use-ToUsrAnoPath”
17- end
18-CP, —» Next:(SymEcem((Msg + Dummy()),
KCPm)yASymENext(IDNex! + KCPm))
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Suppose the user receives an encrypted message from a proxy with
IDFormer

1-(1D,K)=AsymD ser(AsymEuser (1D yser+ Krormer))
2-if(ID==1Dysr)
3-  Msg=SymDser(SYMErormer(Msg, Krormer),K)
4-else

ignore this message

B-K=AsymD.:(Msg.EncInfo.second)
6-Resp=SymDsr(Msg.EnclInfo.first, K)
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Suppose a proxy with IDcyrent receives an encrypted message from an
entity with IDgormer

1-(| D1 K) :ASymDCurrenl(ASym ECurrenl(I DCurrent+ KFormer))
2- if(ID::IDCurrent)
MSQ = SymDCurrenl(SymEFormer(MSgy KFormer)yK)
3- else
ignore this message
4-if(Msg.State=="ToUsrRegular)
5- begin
6-  if(FilpCoin(Msg.P)!=“17)
7- Next=RandSelect()
8- else
9-  begin
10- Msg.State=“Use-ToUsrAnoPath”
11- Next=Msg.ToUsrAnoPath.Second
12- end
13- end
14-clse if(Msg.State=="Use-ToUsrAnoPath”")
15- begin
16- Msg.ToUsrAnoPath=AsymDcrent(
Msg.ToUsrAnoPath.First )
17- Next=Msg.ToUsrAnoPath.Second
18- end
19-CurMixer —p. Next:
(SymEcurreni((Msg+Dummy()),
KCurrenl) ,ASym ENext( IDNext+ KCurrent))
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