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Abstract- Sybil attacks are increasingly growing and expanding in social networks. A malicious user with a fake
identity, known as a Sybil attack, can create a large number of fake accounts to generate spam, impersonate other
users, commit fraud, and gain access to many legitimate users' information. For security reasons, such fake
accounts should be identified and disabled. Various identification methods have been proposed to deal with fake
accounts. However, most of these methods detect fake accounts using social structure graphs, which leads to poor
performance, or use machine learning methods, which have low accuracy for identifying Sybil attacks. In this
paper, a hybrid clustering method called CRNM is proposed. The proposed method is based on clustering, so that
by combining different community detection methods; A new community detection method is presented. The
combination of these methods has led to higher accuracy, more reliable results and more stability. The CRNM
method has been evaluated on datasets collected from Twitter, Reddit, Instagram and Facebook. Unlike other
machine learning-based approaches, the proposed method focuses on different levels of user profile features. The
evaluation results have shown that the CRNM method detects Sybil nodes with an accuracy of 85.13%.
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Algorithm: CNRM

Input: G = {V.E}

Output: Stability in community recognition (Sibyl)
1: Perform following four algorithms (A, B, C and D)
simultaneously

2: Begin

A. Centrality algorithm (Refer to as Psuodocode 2)
B. NDOCD algorithm (Refer to as Psuodocode 3)

C. Relation algorithm (Refer to as Psuodocode 4)
D. K-mean algorithm (Refer to as Psuodocode 5)
7: End
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Algorithm: centrality

Require: p;Tu(v) = PPR score of v fromu and G
={V.E}

1: u « arandomly chosen vetrex

2:S « {u}

3T «V-=-5

4:mod =0

5:modyg < 0

6:G < WalkRandomly

5:whileT # 0do

6: GR - walkrandomly (G,V,S,T)
7: mod < mod + optimal modularity

8: mod < mod + GR

9: if mod > mod,,,, then

10: mod,q, < mod

11: Smax < S

12: Tmax < T

13:  end if

14: v « FindBestVertex(G,S,T)
15: S« S u{v}

16: T «T—{v}

17: end while

18:if mod,,q > 0 then

19:  return (Smax Tmax- MO0dmax)
20:else

21: return NIL
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Algorithm NDOCD

require: ppr,,” (v) = ppr score of v fromu and G
={V.E}

1: u = a randomly chosen vertex

2:GR - walkrandomly (G,V,S,T)

3:MOD - mod + optinal modularity

4: find the similarities of each node i and j

using eigenvectors with Eq (4)

5: compute the most similar node i using j Eq (5)

6:if mod > mod,,,, then

7:  mod = modyy

8: S = Smax

9: T = Toax

10:end if

11:v - find best vertex (G,S,T)

12: S - S U {v}

13:T - T — {v}

14:if mod,,,, > 0 then

15:  return (Smax, Tmax M0dmayx)
16:else
17: return NIL

Relation gy ;oK1 oS 4l .F oS 4l
Algorithm Relation
:wait for any message from master node
:id, data(id) = decode(message)
:if (id == node;y)
send message(node;y, data(node;y))
rend if
:forid==n
graph message (id, data(id))
8: end for
9:while (poll 5ms for requested message) do
10: id, data(id) = decode(message)
11: end while
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Algorithm K-means

require: d; , f(x;) & E

Output: Hierarchically clustered communities

1: Find the eigenvectors of points

2:Find the similarities of each node i and j using eigenvectors
with Eq (3-6)

3: Compute the most similar node i using Eq. 7 and 8

4: Agglomerate the node i and j if the two nodes chose each other
as the most similar node

5: Re-initialize the graph with the agglomerated nodes and start
the next iteration

6: Agglomerate the nodes into hierarchical clusters when the
iteration is finished
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