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Abstract- The use of web services has been increased by loT technology development and increasing
interoperability between objects. 10T web services access control is a challenging problem in 10T environment.
Many standards such as SAML has been proposed for authorization and access control in common web
services, but it is not possible to use these standards in 10T web services, because 10T resources has constraints
in network, memory and process. This article proposed a modified version of SAML standard for using in 1oT
web services. In proposed changes, CoAP protocol has been chosen as application layer protocol, in order to
reduce process time and memory consumption the JSON format has been used, and CBOR has also been used
to reduce network traffic. COSE is also used to enhance the security of messages exchange between servers. In
comparison of SAML standard, optimized SAML is more appropriate for 10T Web services because of low
memory usage and processing time, and consequently, the reduction of the time for providing access in loT
environments.
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