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Abstract- The construction of classification models is widely used in data mining. There are concerns
about the privacy of data owners because of the need to collect data to build models. In this paper, a
Naive Bayes classification model construction plan is presented, which performs the model construction
operation with the participation of data owners and without the need to collect the original data. Instead
of collecting data, the scheme uses encryption of bit strings from counting without disclosing the
original data to perform the process of creating the Naive Bayes model. This design allows the model
to be built with appropriate performance without the need for trust in a third party with a minimum
number of encryptions, so that in terms of time complexity, up to 87% improvement in time cost can be
observed. In addition, memory consumption has not increased significantly when compared to designs
that use encryption operations.
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Algorithm(1): Contribution

/I Contribute in counting with privacy preserving

Input:
A, total number of vectors
(PK, SK), public and private key of the model creator
(S1,S2, ..., Sm), signatures of contributors
isForSumRandNums, specifies that is it for collecting

random numbers?
Output:
1: for each contributor i do

2. if isForSumRandNums

3: Create b, with zero value;

4:  else

5: Create by for each vector owned by the

contributor and add them together to get the b, ;

6: endif

3:  Make a random number R; which does not cause
an overflow;

4 by, + Ry — Epg[by, + Ry];

5: end for

6: Choose first random contributor;

70 Epg|by, + Ri]| = {Epk[by, + R1], S1};

8: while there is a contributor who did not contributed do

9:  Choose a random contributor i who did not
contributed;

10:  Obtain {Epk[by,, + Ry + -+ by, + Ri_q],Sica};

11: Check that S;.1 is correct;

12: Epg[by, + Ry + -+ by,_, + Ri_s| + Epg[by, + R{]

= Epi|by, + Ry + -+ by, + R[;

13: Epg|by, + Ry + -+ by, + R;| = {Epg[by, + Ry +
A + b”i + RL]'SL}!

14: end while

15: Contributor obtains {Epk by, + Ry + -+ by, +

Ryl Sm}:
16: Check that Sy, is correct;

1 . DSK [EPK[bvl + Rl + -+ bvm + Rm]] =
by, + Ry + - +b, +Rpy =b, ++b, +Ry+
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Algorithm(2): Counting
/I Counting with privacy preserving
Input:
A, total number of vectors
(PK, SK), public and private key of the model
creator
(S1,S2,...,8m), signatures of contributors
Output:
1. by +b,, ++by, +R +Ry+ 4Ry«
Contribution(PK, SK, (51,52 ...,5m));
2: Ry + R, + -+ R, Contribution(PK, SK,
(51,52, ...,8m), isForSumRandNums);
3. by, +by, +-+b, +R;+R;+-+Rp—
(Ry+Ry+-+Rp) =b, +by, +-+by_

ogad m y> Bado Uy Gl lels H SO Y oy 595

SIS0y BB Can ailsy Job cudguxe 28, -F-0

G50y 099 g iz L K5, BB coy il Job
Ay o gm VTN K5, 0 Jle Glaie 4 o)l Codgase
oS Lwl 5108 )5, olgiee 1) Y FA I S Job b (2o
Yob b Wlgi o )0 S LSl o Con ) Job
oo 4 1 6,5 i bl a5l Cal e il
Sl g Sl plgse sskaie (nl 1 05 el 2S5
il [10gy Al + 1§ oy &5 yiSrsS Slacay azs, 4
e slalBlas  Bolas sae 50 4S5 ;0 5l 59,5 (Gubpends
&l 558 C Ll0ga Al 41 ojlail & b rizen 288
sa A slass g | ol e 155 05, (slacar e
(F) IS .8 3 )k o boas 4l ) o oo 0 (e b ol
S Sl S a8 aas e plis | Saipend Sl diged S
ol 00 s [l0g Al +1 o b s al ) 90 4y (5,10

L T n AL
P 00000
00001 00001
00000 00000 (e |00 SR SRR gggg(l] 00000
00001
Basuas Slaces b asossos Slacas
00000 00001 00000 .......... 00000 00000 00000 00000 00000 .......... 00001 00000

3 oo [loga Al +1 058 oo cdnline (F) IS5 )0 a5 jshilen
Sl i (8, slacw )l ©lp ) e o e



V) o sl o) ojlads ) als

(USCIT) Sledbl (5 ,5bs 5 p 5 2], cidgp— coke alos

sy, Jae godile Oyge cpl o el e )13 3l IS
S5 WilgS o e Sy 45 Sas e yn b bl slacay
oy &Sl s 1) 10,65, 0 darad Jabe ol sg>g
b g o5l oy il S35 590 comz p Lo 0,55, 50 39250
3 48) S0 0550 oz sl (gloysS; olaas IS (] s
)L.\M a(w‘ od.n—‘ Cawdy LQW)J LSLQJLQ..}‘ dc\.....ulpto uu)Lo...u
aS bl aimmen S awbre |, P(XICL) b ys Jloxs]
oo (g 998 o0 plol P oz p S bt 4 5)led
S8 0,8 B (o)) g Sl ) 5 ) ez 4 b e
2T 2l 5 o o8 Ty ) e S5 e S ()
ul.ma Cenl OJAT Cewdo ‘uol.> e kSJ S¢>9 .bj.w Le L)")L"""

.Mb‘so
1 aonas ¥ aouas N auosas
101001
0101101 goglggo 0010100
0000000 1011010 - AT
0010011 0101100

0929 by ay b 5leds (3L 31 . (! (S sl A IS
PB ez S

5 9580 12l L ez (Koo e 5 slil @ B)led a8
e ppolia b Blite (glaces 4z, 5l eslitul b Jue gouijl
Xi See lade o olaws (g 0 oo LSl o baacas (o
L s 0slie Comiy db oz 0929 by 4y 1) daras S ol
PSS L ez b GlesysS, sl ol e
U 7% SV [ VY GO VR FXUSUWC SR P9y TS B UOw N

W3S ol 1, PICL) ooy csloJlaz|

L Naive Bayes (gaso wdlS Joo Coluw oo 5651 -0-0-0

L Naive Bayes o oS Jow cobs (gog5u (¥ sl 5o
el 00l ools ylis golpainy 7yb jo sogad > Laa>

AY

355 (PK, SK) 9500 4l Sd 50900 (5,050, (ol
Sleidy 055 o0 )18 OEaS S Lie gaen LSl o ceges
OB eSS L ST aiS oo uliS ) K50, g9 sln zox
lro,s8, JS olaad b casdl adls 0,55, S 5l s ailen
olawd Sygo pl el )0 el atie o (A) HBaus s L
BT S e ol bl SEanS S i (glas,eS, JS
S9> & egase glasl aaS S lie o (izes 35 walss>
B 5o g 0le e 053 ar 0ol 3las Coms 3 S S 1, S

B2 oo 8 iadg>ge sy

Lews p o ! gamwlxo -Y-0-0

sl b S el S5 bowsp Jlisl el sy
oo il ;o Jaw godislo O yeo ol jo 0gd 1l ol
o 5s Shass e Lz S s 5o b bl
Slass JS p ol peadi b g 009l w1 13955 50 conzr
Sl Grizmen a5 il |) P(CL) cozr  Jloizl das o5,
Sl baid oo )55 ot J5 slr @ plsi e SLU s
Dyge b 5o ols 13 Sl (s Sl o ) ez 50
ey &5 wloe Sty oS G e Bl S
Ozl dged SG s so als | aladls Byas g Slewloe
() IS 5 Ghady B oz 59 b sles Sl st i
Ghod S Gl L S bl Gl e a5 Cnl oals ooy ylis
L bl gbbcas Al 10 canz p 2 92 olaad dosls .Sl

el 485 5 iz

L, count = 0010011101

0000000 L, count = 0100110110

Wy 2 Slaad ()lod (pguasio )01 (S HlS LV JSo
ool Cawdy Losld uSIlo Ghod &Syl 4 S LU 31 s 45

Sl
b s gl J el (g dummsline —F—B-0
GRals byday et b (bt sleleis! gamlxe sl

wilp szl 2 0 o8 i a4 s Ll Gjled w8
L oanSeS Lie 12 5,955 )3 9290 conz  jlade ST ()led

2395555 955 gl 12 T o Lo )y50 cnz y jluiie
s L o ) e Ml Glaces b 69,55, &y90 (nl S



a4l 6,0, 5l colaiwl L Naive Bayes (o wlS |0 sogas m,> Lae>

c olar slael jloslaiul cde ay.0,lad 0929 Ly pa g Jawgs QI
Jaw owssle 3l 50 gl Jolie o Bases lie ool
e p e Joe o pll g S lise pa by wlee ek
Sools sy aad Jow soaizle 51055 oo 00938 Laools jog
a2z Sl loosls 4y add wil ansly 1) (Fauses e gl
Wb oo Cawd ilodds paz 5 Solay slael b a5 K0S L ool
Jake am onsses lie Dbl og Bolal (eiores
Sl og Bolar o 45008 oo ooy (glgizs jo (golSnS
syl ilgs oo Sloj kb (GglSS (] cgam goaiS S Lie
coileds SO Al B 0 e Izl a8 i (L g0 o 40 a5 wuil
sae b ol gools @S g ail s soSeS lin (sl
05 Dl S cnl g3 Jlotol diz o 098 (o) M B0l
3 ] eSS e g et e by S
Sledlbl czs ol 5l o lods o Ty 40 ool | >l o8 Lo
e oSS ) el sl b S5 55l
Ly ool GBaS es L (0905 (5,55 sl Cudgame g3 oo
Hgh oo S oo b il slacl e Jos pa blnj S i

gl ga PN sg Cus o] Julow g a5

bl (pogas > -V-F

loosls 405l Casay sl Sl Slwls (golpin z,b 5o
Slr Bl 5 9580 el Joo gonijle by (Sen 5Ll
60,y Lawgs 5 Slee (sloosls .55 5925 oyl 0 ,5] ey
S99 e 4 yren Lailad giloglen Bolar olael
5 35 goals o Saslsl Sl (Bases i slesladl

)l 352y laezrles basgs o] (g (o) 2

Lol g ilwosly -V

olpion b cwl gglSeols sl Jow 1o pos jloe G SIS
ol G b el ons syl 5 loosly silisee Lylos 4o
Mools asgame wiz (555 2 i)l 5 Gilwosky w9 oaezeins
5| 6ol el 00 dalio 3 aslie slag,b b g 0nds el
bi> 4 (pogat my> Lix b an M g o gl
s ge pladl A IS ol lp &5 (60,55, ogas m >
Sl s o golgrinn b L ol sanslas g wilazsls
ol )3 alie slag,b b solerinn )b &5 ol jls i
3529 dunlie g8 oyl o Ui Ll 1058 aslin Jow clu
1) Sgane olass g Cosl o5 ala gl 4 00 &51,] slag b ol

G@b&uéﬁ)fbcjb)‘ffwumb)wﬁow

A¥

Algorithm(3): Naive Bayes model with privacy
preserving
/I Counting with privacy preserving
Input:
A, total number of vectors
Output:
/I Generate public key and private key of model creator
1: PK, SK = generate_keypair();
/I Generate sign key of each contributor
2: for each contributor i do
3:  Si=generate_signkey();
4: end for
5. by, + by, + -+ b, <« Run counting algorithm with
innovative bit structure for labels;

6: for each label L do

7. Extract the number of label L from b, + b, + -+ +
by, ;

8:  Calculate the P(C.) for each label L;

9: end for

10: for each label L do

11: b, +b,, + -+ b, <« Runcounting algorithm
for conditional probabilities with the condition
labeled L;
12:  for each attribute x;do
13: for each possible value of x; do
14: Extract the number of vectors with labeled L
and possible value of x;, from b, + b, +
e bvm;
15: Calculate the P(xi|C.) for possible value of x;
with the condition labeled L;
16: end for
17:  endfor
18: end for
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